Supplementary Material

DLIB, YOLO, and Deep Learning-Based Motion and Anomaly
Detection Systems for School Security Platform

S1. Software Architecture

This supplementary section provides additional technical details regarding the implementation
of the proposed Al-supported school security platform.

The developed system consists of six primary Python modules:

File Name Function

uygulama.py Main application interface
kameralar.py Multi-camera management
program.py Facial recognition and object detection
yuz_ekle.py User registration interface
egitim_programi.py Face image acquisition

veriler.py Data filtering and visualization

S2. User Interfaces

This section presents the graphical user interfaces developed for the proposed platform.
The main interface enables users to:

o Start the monitoring system
o Register new individuals
e Access recorded data

GuvenlikiRPaneli|

( Calstir )

( Yiz Ekle )

( Veriler )

Figure S2.1. Interface User
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S3. Multi-Camera Monitoring System

The platform supports simultaneous monitoring through multiple camera streams.
Users may:

e Add cameras

¢ Remove cameras

o Define monitored locations
o Configure notifications

# Mekan ve Bildirim Ayarlan - O X

Figure S3.1. Camera Selection Interface

| # Kamera Seg = O X

Figure S3.2. Location and Notification Settings
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S4. Face Registration Module

The face registration module enables enrollment of students and staff members.
For each individual:

o Name information is entered

e Role/class information is entered

e Identification number is entered

o Five facial images are captured from different angles

W viiz Ekleme Sistemi - m| >

Yiz Ekle

Figure S4. Face Registration Interface

S5. Data Recording Infrastructure

The system automatically stores monitoring data in CSV format.
Three main categories are used:

S5.1 Location-Based Records
Stored under:
Veriler/Mekanlar

Generated files:

e hareket.csv
e ogrenci.csv
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~ Mekanlar

ogrenc ,numara,
ogrenc .numara,
ogrenc

ogrenc

ogrencil

Figure S5.2. Example hareket.csv File

Ggﬂenci,fﬂ'ﬂiﬂ:numarazﬂ,

ogrencil,sinif,numara,
ogrenci?,sinif,numara,

Figure S5.3. Example ogrenci.csv File

SS5.2 Student-Based Records
Stored under:
Veriler/Ogrenciler
Generated files:

e cevre.csv

e hareket.csv
o mekan.csv
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~ Ofrenciler

~ ogrencil

>-01-06
B cevre.csy
B hareket.cov

B mekan.csw

Figure S5.4. Student Data Structure

Ogrenci, D D Mumarasﬂ,
ogrencil, numara,
ogrenciz, numara,

Figure S5.5. Example cevre.csv File

Mekan, Numaras
Kantin, numara,
Kantin, numara,
Kantin, numara,
Bahce, numara,
Bahce, numara,

Figure S5.6.. Example hareket.csv File

Mekan, [kE D Numardaﬂ

Kantin, numara,
numara

Bahce,

Figure S5.7. Example mekan.csv File

S5.3 Potential Violation Records
Stored under:
Veriler/Potansiyel Thlal Unsurlari
Generated file:

o ihlal unsurlari.csv
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~ Potansiyel_lhlal_Unsurlan

11-04
11-05
11-06

B ihlal_unsurlan.csv

Figure S5.8. Violation Data Structure
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Figure S5.9. Example ihlal unsurlari.csv File

S6. Data Visualization and Search Functions

The developed platform includes a dedicated data visualization module.
The module enables:

e Searching data

o Filtering data

o Displaying CSV content

o Reviewing historical records

Veri Goriintilemek igin Bir Secenek Secin

ogrencil

ogrencil

Ara

Figure S6.1. Search Interface
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§ csvicerigi - a X

ﬁgrenci Sinifi Mumarasi Sire (dk)
ogrencil sinif numara 19

ogrenci2 sinif nurmara 9

Figure S6.2. Table Visualization Interface

S7. YOLOVS8 Training Details

The object detection model was trained using a combined dataset obtained from publicly
available sources.
Datasets included:

e Guns-Knives Object Detection Dataset

e Smoking and Drinking Dataset for YOLO
e Smartphone Detection Dataset (Roboflow)

Training Configuration

Parameter Value

Epochs 108

Model YOLOVS

Classes Mobile Phone, Knife, Cigarette
Training Samples 9,191

S8. Source Code Availability

The complete implementation consists of approximately six interconnected Python modules
developed for educational security monitoring applications.

Source code can be made available by the authors upon reasonable request.
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Project Codes and Files
Note: Each command line has been explained with comment lines, as shown in the examples
below, describing its purpose and function.

application.py:

This file creates our main interface and enables other files to be called through this interface.
It is the main file of our program.

t tkinter as tk
t subprocess
ssing

from PIL import Image, ImageTk
ssing.set_start_method('spawn', force=T

window = thk.T
window.titl

_width
height

open( rkaplan.p

= ImageTk.PhotoTmage(background_im:

tk.Label(window, image=background_photo)
eight=1)

photo
photo = load_image_with_transparen

tk.Button(window, image=buttonl_photo,
activebackground="#
buttonl.place(

= tk.Button{window, image 2 2 cli cknes 3 cfdb',
ound=" i fdb"

window.mainloop()
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Output of the Above Code: Security Panel

GuvenlikiPaneli

Yuz Ekle

When the “Run” button is pressed, the “kameralar.py” file is executed, displaying
multiple camera streams on the screen. When the “Add Face” button is pressed, the
“yuz_ekle.py” file is executed. When the “Data” button is selected, the “veriler.py” file is
executed.

logo.ico File:

L J

background.png File:

GuvenlikiPaneli

bCahstir.png File:
[ caustur
bVeriler.png File:
[ Veriler ]
bYiizEkle.png File:

( Yiz Ekle )

kameralar.py:
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This file enables the display of multiple camera streams on the screen. Camera addition and
removal operations are performed through this interface. It displays the camera images
processed by the “program.py” file.

import cv2

import os

import sys

i L numpy as np

impo tkinter as tk

from tkinter import messagebox, simpledialog

import multiprocessing
3 1 as program
t Image, ImageTk
import face_recognition

Window:
f _init_(

Lf.root

f.root.state(
f.root.configure(b
f.root.

=[]

ubar = tk.Menu(self.root)
Lf.root.config(menu menubar)

f.camera_menu = tk.Menu(s

Lf.menubar.add_cascade(label="Kamera", n Lf.camera_menu)

f.camera_menu.add_command(label= nera e" , ) 1f.add_camera)
f.remove_camera)

camera_window
camera_window. title(
camera_window.configure(bg="

Lf.center_window( camera_window,

label = tk.Label mera_window, text="Bir kamera in:", bg="#87cfdb")
label.pack(pady=10)

camera_listbox = tk.Listbox(camera_window, bg= cfdb', selectbackground='#add8e6', height=5)
for 1 in available_camer

camera_listbox.1i t(tk.END, f"Kamera {i + 1}")
camera_listbox.pac
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textbox_label = tk.Label{camera_window, text="Kamera Indexi Girin (Opsiyonel):", bg='#B7cfdb')
textbox_label.pack(pady=5)

camera_textbox = tk.Entry(camera_window, bg="#ffffff")
camera_texthox.pack(pady=5)
def on_confirm():

selected_index = camera_listbox.curselection()

entered_text = camera_textbox.get()

if selected_index:
camera_index = selected_index[@]
camera_window.destroy()
self.show_location_and_notify_settings(camera_index)

elif entered_text.isdigit():
camera_index = int(entered_text}
if @ £ camera_index < len{available_cameras):
camera_window.destroy()
self.show_location_and_notify settings(camera_index)

else:

messagebox.showinfo{ "Hata®, "Girilen kamera indexi gecerli defil.")
else:

messagebox.showinfo( "Hata®, “Litfen bir kamera sec¢in veya gecerli bir kamera indexi girin.")
confirm_button = tk.Button(camera_window, text="Onayla®, command=on_confirm, bg='#87cfdb',
activebackground='#87cfdb')
confirm_button.pack(pady=18)
f.root.wait_window(camera_window)
def show_location_and_notify_settings(self, camera_index):

camera_window = tk.Toplevel(self.root)

camera_window.title(*Mekan ve Bildirim Ayarlari")

camera_window.configure(bg="#87cfdb')

self.center_window(camera_window, 408, 38@)

location_label = tk.Label(camera_window, text="Kameranin kapsadigi mekani giriniz:", bg='#87cfdb')
location_label.pack(pady=10)

location_entry = tk.Entry(camera_window}
location_entry.pack(pady=5)

notify_var = tk.BooleanVar(value=False)

notify_checkbox = tk.Checkbutton(
camera_window,
text="Bu mekanda biri tespit edildiginde size bildirim gdnderilsin mi?"®,
variable=notify_var,
bg="#87cfdb’
)]
notify_checkbox.pack(pady=10)
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sel f.frame_gueves[camera_index] = multiproc
camera_p multiprocessi Process(

target=program.run_task,

, camera_index

confirm_button = tk.Button{camera_window, text= command=confirm, bg="#

onfirm_button.pa

> and 1 nera_to_ :1f.camera
i_to_remove)

a_to_remove].d
amera_to_remove )
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def update_frames(self):
for i, (camera_index) in enumerate f.cameras):
try:
self.frame_queues[camera_index].get_nowait()
cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)

Image.fromarray(frame)

ImageTk.PhotoImage(image=image)

= photo
except:

pass

self.root.after(10, f.update_frames)

get_available_cameras(self):
]

available_cameras = [
i=20
while True:
cap = cv2.VideoCapture(i)
if cap.isOpened():
available_cameras.append(i)
else:
cap.release()
break
cap.release()
i+=1
return available_cameras

center_window(self, window, width, height):
screen_width = self.root.winfo_screenwidth()
screen_height f.root.winfo_screenheight()
x = (screen_width - width) // 2

y = (screen_height - height) // 2
window.geometry(f"{width}x{height}+{x}+{y}")

if __name__ = "__main__":
multiprocessing.freeze_support()
root = tk.Tk()
window = CameraWindow(root)
root.mainloop()
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program.py:

This file processes the image captured from the camera at the specified index and sends it to
the “kameralar.py” file. Face recognition, object detection, and image processing operations
are performed through this file.

L
import c
multiprocessing
r face_ g
numpy as np
05

import time
f pathlib import Path
datetime import datetime
ultralytics in t ¥YOLO
plyer import notification
ultralytics.engin esults import Results

folder = "Veriler®

ce_folder, exist
nt_folder,

last_re

corded_time = {}

model = YOLO("model.pt™)

known_fac
known_face_classes

known_face_numbers =

def face_files_i
for file in fac
if file.endswith(".

file_info = file.spli

name = file_info[@]

student_class = file_info[1]
student_number = file_info[2].split(".

image_path = os.path.join(output_folder, file)
= ¢v2.imread(image_path)
olor(image, cv2.COLOR_BGR2RGB)
_recognition, b_image)

face_encodings[@])
ppend{ name )
.append(student_class)
nown_face_numbers.append(student_number)

bulunamadi: {file}")
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notify):

().strftime(
er = os.path.join( yel_Ihlal_Unsurlari®, today)
olations

iolation_file,
writer = writer(f)
writer.writerow(["Tarih

irn violation_file

_item{item, location, tim
init_violati
(violation_file, "
writer = csv.writer(f)
date = datetime.fromtim
time_str = datetime.fromtimestamp(times
writer.writerow([da item, location, time_str])

n_record_person(name):
current_time = time.time()
if name in last_recorded_time:
current_time - last_re ded_time[name]
if elapsed_time
return Fa

_recorded_time[name] = current_time
n True

datetime.now( ).strftime( -%d" )
tudent_folder,

1_file = os.path.joi
if not os.path ile(location_fil

, newlin , encoding="utf-

with (location_file,
writer = csv.writer(f)
writer.writerow( n*, “Sinif “Numarasi”,

if not os.path.isfile(environment_file
with open{environment_file, newline=
fowriter(f)
writer.writerow([

BKT-EA.S15



movement_file = os.path.join{person_folder, "hareket.csv")
if not os.path.isfile(movement_file):
with open(movement_file, "w", newline="", encoding="utf-8") as f:
writer = csv.writer(f}
writer.writerow(["Mekan”, "Sinifi", “Numarasi”, "Zaman“])

return location_file, environment_file, movement_file

init_location_files(location_name):

today = datetime.now().stritime( "%y-%m-%d")

location_folder = os.path.join(place_folder, location_name, today)
os.makedirs(location_folder, exist_ok=True)

student_file = os.path.join(location_folder, “ogrenci.csv")
if not os.path.isfile(student_file):
with open(student_file, "w", newline=
writer = csv.writer(f)

writer.writerow(["0Ogrenci”, "Sinifi", "Numarasi", "Sire (dk)"])

, encoding="utf-8") as f:

movement_file = os.path.join(location_folder, "hareketl.csv®)
if not os.path.isfile(movement_file):
with open(movement_file, "
writer = csv.writer(f)
writer.writerow(["Ogrenci”, "Sinifi", "Numarasi", "Zaman"])

w", newline="", encoding="utf-8") as f:

return student_file, movement_file

update_person_files(name, current_location, timestamp, detected_people):
person_files = init_person_files(name)
location_file, environment_file, movement_file = person_files

index = known_face_names.index{name)
student_class = known_face_classes[index]
student_number = known_face_numbers[index]

with open(location_file, "r+", newline="
data = list(csv.reader(f))
for row in data:
if row[@] = current_location and row[1] = student_class and row[2] = student_number:

, encoding="utf-8") as f:

row[3] = str(int(row[3]) + 1)

break
else:

data.append([current_location, student_class, student_number, "1"])

f.seek(d)
f.truncate()
writer = csv.writer(f)
writer.writerows(data)

with open(environment_file, , newline=
data = list(csv.reader(f))
for person in detected_people:
p_index = known_face_names.index{person)
p_class = known_face_classes[p_index]
p_number = known_face_numbers[p_index]
for row in data:
if row[@] = person and row[1] = p_class and row[2] = p_number:
row[3] = stri{int(row[3]) + 1)
brealk

r+ , encoding="utf-8") as f:

else:
data.append([person, p_class, p_number, "1"])
f.seek(0)
f.truncate()
writer = csv.writer(f)
writer.writerows(data)

with open(movement_file, "a", newline=
writer = csv.writer(f)
writer.writerow([current_location, student_class, student_number,
datetime.fromtimestamp(timestamp).strftime( "%H:%M:%5")])

, encoding="utf-8") as f:
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update_
location_files = init_location_files(current_location)
student_file, movement_file = Llocation_files
if name = "Bilinmeye

ind known_face_names .ind
student_c nown_fac
student_number known_face_numbers[index]

student_clas
student_number

newline="", encoding="utf-

r row in data:
if row[@] = name and row[l] = student_cla ow[2] = student_nu

"1"]1)

, newline , encoding="utf-8
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while True:
ret, frame = video.read()

if mot r

"Kameradan gorintd alinamadi.”

odel.predict(sourc

rgh_frame = . iguousarray( fram

face_locations _recognition.face_locations
face_encodings _recognition.face_encodl face_locations)

detected_people = []

r (top, right, bottom, left), face_encoding i ip( _locations, face_encoding

ncoding, tolerance

first_match_ind
name = known

frame, name, (left, t , €v2.FONT_HERSHEY_SIMPL
eft, top), (right, bottom), 50

_location, ti
update_location_files(c - ation, name,

frame_queue.put(fram
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for result in results:
for box in result.boxes:
x1, y1, x2, v map(int, box.xyxy[@])
conf = box.conf[@]
cls = int{box.cls[e

amp = time.tim
log_violation_item( on", current_location, timestamp)

elif model.names[cls] =
cv2.rectangle( frame 3, O 2) 0 553, 2)
cv2.putText(frame, igara", (x ) 10) FONT_HERSHEY_SIMPLEX,

timestamp = time.time()
log_violation_item("Sigara", current_location, timestamp)

elif model.names[cls] = "Bigak
), 2)

w2, FONT_HERSHEY

timestamp = time.time()
log_violation_item("Bigak", current_location, timestamp)

frame_queue.put(frame)

video.release()
cv2.destroyAllWindows

if __name__ = "__main__

frame_queue = multiprocessing.Queue()
current_location = "Kantin"

cam_index (

notif

known_face_encodings
known_face_names = []
known_face_classes
known_face_numbers

thread = multipro ing.Process(target=run_task, args=(frame_queue, current_location, cam_in

thread.start()
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egitim_programi.py:

This file captures photos of individuals’ faces through the camera and saves image files to
train the program.

L]
import cv2
import face_recognition
import os
from PIL import Image
import numpy np
import time

def train_face(n
video = cv2.Vi
output_folder =
if not os.path.

os.makedirs{output_folde
{output_folder} klasérii olusturuldu.")

i -
start_time = time.time()
countdown_s

while True:

ret, frame = video.read

inti alinamadi.")

rgh_frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
face_locations = face_recognition.face_locatio
if face_locations:
for p, right, bottom, left) in face_locations
cv2.rectangle( frame, (left, top), (right, bottom),

cv2,putText(frame, "Yuz algilandi!", ft, top - _HERSHEY_SIMPLEX, 0.9,

elapsed_time = time.time() -

if elapsed_time

if countdown_start_
countdown_start_time
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remaining_time = 3 - (time.time() - countdown_start_time)
remaining_time_text = f" remaining_time)}"

cv2.putText(frame, remaining_time_text, (x, y), .FONT_HERSHEY_SIMPLEX, 0.9,

if remaining_time < 0:

filename = f"{name}_{Class}_{number}_{

file_path = os.path.join(output_folder,

pil_image = Image.fromarray(rgb_frame)
pil_image.save(file_path)

print(f"Y < edildi: {file_path

pt Exception

print(f"Fotograf kaydedilemedi: {e}")

i+=1
start_time = time.tim
countdown_start_time = None

2 35:
print("Egitim verileri edildi.")
break

(1)

video.release()
cv2.destroyAllWindows( )

main__":

nin ismini ve fismini giriniz: ")
Class = input("Kisinin sinifini giriniz:
number = input("Kisinin numarasini giriniz: ")
train_face(name, Class, number, @)
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yuz_ekle.py:

This file provides the interface that requests the information of the individuals whose data will
be saved for program training. Once all the data is entered, it calls the “egitim programi.py”
file.

inter as tk
from tkinter import simpledialog
from egitim_programi import train_face

enwidth( )
screen_height = window.winfo_screenheight()

fdb', font="B chrift®, fg="#2f

entry_class.pack(pad

label_number = tk.Label{window, text="Numara:", font= hnschrift", bg='#87cfdb', fg
label_number.pack(pady

ent number = tk.Entry(w

entry_number.pack(pady=5)

available_cameras = get_available_cameras()

camera_index = simpledialog.askint
"Kamera Sec",
"Bir kamera secgin {1 1 r i in available_cameras]),

parent=window

(available_cameras):

/ideoCapture(i)
if cap.isOpened():
available_cameras.append(i)
cap.release()
return available_cameras

.configure(bg="H#8
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name = entry_name.get()
class_info = entry_class.get()
number = entry_number.get()

camera_index = select_camera()

if camera_index is None:

print("Gegerli bir kamera sec¢ilmedi.")
return

train_face(name, class_info, number, camera_index)

button_start = tk.Button(window, text="Yiiz Ekle", command=start_training)
button_start.pack(pady=20)

window.mainloop()
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veriler.py:

This file facilitates access to the “.csv” files kept in the records and displays this data on the
screen in a table format.

nin ana

t.winfo

winfo

und_label =
und_label.pl

1f.project_dir =
.data_dir = os

Lf.check_folde

ommand( label
ommand( label

.root, text
backgroun #87cfdb" )
.label.pack(pad

root, widt 8, height=10, background="#3e6eb3", f white", font=("Bahnschrift”,

f.listbox.bind({" & on_item_select)

rrent_folder =

arch_entry = tk.Entry(se F fg="white®, width

h_in_current_folder, font

arch_button.pack(pad
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u_potential_viclation_folders(
- ihlal Unsurl
der

otansiy
violation_

violatior
if n violat

gebox .fah{aurh'arningf_'

files(

t csv_files:
messagebox . showwarning( “Uy

return

.listbox.delete(0, tk.END)
for csv_file in csv_files:
:1f.listbox.insert(tk.END,

i alt klasdrlerin

required_folders = [
for folder in requi

folder_path = os.path.joi
if not os.path.exists(folde
messageb showerror(
Lf.root.quit
return

.current_folder = m

r

ata",

intiilemek icin
data_dir,

Potans

(violation_folder)

1", "Pota a1 thlal Un

folder_path)

klas
L_Ihlal_Unsurl

surlari drleri bulunamadi!

“Bu klasdrde herhangi

csv_file)

rli
"Pot

"Mekanlar", 5

f.data_dir, folder)
_path):
f

older}' klasor

eri

event:

5_folder

nt, folder_path))

control ede
1_Ihlal_Unsurlar

il bulunamadi: {folder_path}")

bulunamada !
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def search_in_current_folder(self):
"""Mevcut klastrdeki dosya ve klasborlerde arama yapar."""
search_term = self.search_entry.get()
if not search_term or not self.current_folder:
messagebox.showwarning(“Uyari", "Litfen gegerli bir arama terimi girin ve gecerli bir klasdr segin.")
view_potential_violation_folders(self):
"""potansiyel Ihlal Unsurlari verisini gdriintiilemek icin klasdri ayarlar.
violation_folder = os.path.join(self.data_dir, "Potansiyel_Ihlal_Unsurlari")

self.show_violation_folders({violation_folder)

show_violation_folders(self, violation_folder):
"""potansiyel fhlal Unsurlari klasérlerini listeler.
f.listbox.delete(®, tk.END)

violations = self.list_folders(viclation_folder)

if not violations:
messagebox.showwarning("Uyari1", "Potansiyel ifhlal Unsurlari klasérleri bulunamadi!")
return

for violation in violations:
self.listbox.insert(tk.END, violation)

.listbox.bind("<Double-1>", lambda event: self.show_csv_files_directly(event, violation_folder))
1f.current_folder = violation_folder

show_csv_files_directly(self, event, parent_folder_path):
"""secilen klasdrdeki dogrudan CSV dosyalarini listeler.
selected_item = self.listbox.get(self.listhox.curselection())
folder_path = os.path.join(parent_folder_path, selected_item)

csv_files = self.list_csv_files(folder_path)

if not csv_files:
messagebox.showwarning( “Uyari®, “Bu klasdrde herhangi bir CSV dosyasi bulunamadi!®)
return

self.listbox.delete(D, tk.END)
for csv_file in csv_files:
self.listbox.insert(tk.END, csv_file)

self.listbox.bind("<Double-1>", lambda event: self.open_csv_file(event, folder_path})

check_folders(self):
*""yariler klasdriindeki gerekli alt klasdrlerin varlifini kontrol eder.
required_folders = ["frenciler*, "Mekanlar", "Potansiyel_Ihlal_Unsurlari"]
for folder in required_folders:
folder_path = os.path.join(self.data_dir, folder)
if not os.path.exists(folder_path):
messagebox.showerror( "Hata", f"'{folder}' klasdril bulunamadi: {folder_path}")
self.root.quit()
return

view_mechanics(self):

"""Mekanlar verisini goriintilemek icin klasdri ayarlar.
mechanics_folder = os.path.join(self.data_dir, "Mekanlar")
self.show_mechanics_folders(mechanics_folder)

show_mechanics_folders(self, mechanics_folder):

ekanlar klasérlerini listeler.
.listbox.delete(d, tk.END)

mechanics = self.list_folders(mechanics_folder)
if not mechanics:
messagebox . showwarning(“Uyari", “Mekanlar klasdrleri bulunamadi!")

return

for mechanic in mechanics:
self.listbox.insert(tk.END, mechanic)

.listbox.bind("<Double-1>", lambda event: self.show_date_folders{event, mechanics_folder))

self.current_folder = mechanics_folder
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- main -

ProjectApp(root)

root.mainloop()
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